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Dear Convener 
 
Facial Recognition Software 
 
I refer to your letter dated 29 July 2019 relating to the above and I welcome the 
opportunity to update Justice Sub-Committee on Policing members on this 
subject. 
 
The use of facial recognition software was, as you mention, referenced in the 
Policing 2026 Strategy document (p43) in an example of how a crime 
investigation might successfully unfold in the future, commensurate with our 
commitment to ensure we make the best use of new technology to create a 
more efficient and effective service. 
 
Facial recognition is part of the wider suite of current and developing biometric 
technologies and whilst Police Scotland still has ambition to explore this and any 
other viable identification techniques, the whole subject of biometrics, and more 
specifically biometric data, has recently been the focus of the Scottish 
Government’s Independent Advisory Group (IAG) on Biometrics, chaired by 
John Scott QC, which reported its findings and recommendations in January 
2018.  
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Police Scotland played, and continues to play, a full part in the work of this 
group, the remit and terms of reference for which was predicated on the 2016 
HMICS ‘Audit and Assurance Review of the use of the Facial Search 
functionality within the UK Police National Database (PND) by Police Scotland’. 
 
This report included recommendations for Police Scotland and the Scottish 
Police Authority to work with the Scottish Government and other 
parties/stakeholders “to consider the establishment of an independent Scottish 
Commissioner to address the issues of ethical and independent oversight over 
biometric databases and records held in Scotland, with sufficient flexibility to 
embrace future technologies and relevant codes of practice”. 
 
The work of HMICS, latterly expanded upon by the Biometrics IAG, has now 
resulted in the draft Scottish Biometrics Commissioner (SBC) Bill being laid 
before parliament in June 2019 which includes not only a proposal for the 
creation of this independent statutory function but also the establishment of a 
Code of Practice (CoP), an instrument which will serve to enhance and 
strengthen the good practice which already exists in how biometric data is 
acquired, retained, used and disposed of by both Police Scotland and the SPA.  
 
Moreover, the legislation requires the CoP to be authored by the SBC, following 
consultation with a range of named stakeholders, to ensure that all current and 
developing biometric technologies and resultant data are subjected to the 
appropriate validation, impact assessment, ethical, legal and human rights 
considerations before any planned implementation. Indeed, the Biometric IAG’s 
nine recommendations, all of which were accepted by the Scottish Government, 
included the need for an ethics panel to assist the SBC in his/her work. 
 
It may not have gone unnoticed to members of the Committee that some of the 
facial recognition technology testimonials emanating from countries such as the 
USA and England have been critical of its accuracy, reliability and its impact on 
civil liberties, factors which appear to undermine confidence in its credibility as a 
method of identification.  
 
Consequently, although undoubtedly offering real potential as an effective 
policing tool, Police Scotland prefers to await developments in the passage of 
the SBC Bill and, if successful, work closely with the SBC to explore all biometric 
opportunities, including facial recognition. Therefore, there are no current plans 
to introduce the use of facial recognition software nor any other new biometric 
technology meantime. 
 
Finally, referring again to the four 2016 HMICS Audit recommendations, only 
Recommendation 3 – “Police Scotland should amend its internal PND Search 
Request Form so that the reasons for requested PND searches are coded to 
align directly with the PND Search Reason Codes in the live database” – has 
been actioned. Recommendations 1, 2 & 4 were subsumed into the work of the 
Biometrics IAG and are subject now of the aforementioned fresh 
recommendations. 
 



I trust the foregoing is of assistance and reassurance to you and Justice Sub-
Committee on Policing colleagues. 
 
Please do not hesitate to contact me if you require any further information. 
 
Kind regards 
 

 

 
 
 
Gillian MacDonald 
 
Assistant Chief Constable 
Major Crime and Public Protection 
 
 
 
 


